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Key Focus In 2018

Stability

Security Service




-

Security . R

In 2017, Synology was authorized as a CNA by MITRE Corporation
In 2018, Became a member of FIRST, a global incident response community..
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In DACH area,

Replacement Service
b

| ‘raining of Surveillan
. ‘ b
v .4" d \ ; ‘

Next Business Day
echnogroup

nd Security partners
Ilkon Academy



What Would Be The Next Steps?
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e Applications Storage
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Multi-Cloud Deep Learning Mobility




DSM 7

Carefree and stable

Philip Rankers

Senior Produkt Manager DACH



Beta Programm




Synology

D S M 6 02 B eta ab sofort verfligbar

Beta Programm

: 3_ @
_M’;’l B B B * P asrm—
» Beta Phase 1 = 3 Monate M@ = = |

» Beta Phase 2 = 3 Monate



Synology

D S M 6 02 B eta ab sofort verfligbar

Beta Programm

:"_ 0
» 4 Beta Releases ﬁ@ = s : |

» 71.000+ Community Tester



Rolling Release

» DSMY7 Rollout



Rolling Release

e TAIWAN

1. Woche: Taiwan



SUD KOREA JAPAN

Rolling Release CHINA

e TAIWAN

1. Woche: Taiwan

2. Woche: Japan, China, Sid Korea



Rolling Release

1. Woche: Taiwan

- 2. Woche: Japan, China, Sud Kore

3. Woche: Global

4. Woche: Taiwan

_ 5. Woche: Japan, China, Siud Korea

6. Woche: Global

SaNYy

SUD KORE/ jAPAN

CHINA

1+ ® TAIWAN

- {6



Rolling Release

» DSM 7 Release Plane

MAJOR & MINOR
7.0/7X

MICRO
7.X.X

NANO
7.X U1

RACK

TAIWAN  ASIA GLOBAL TAIWAN ASIA GLOBAL
® o o o ® o

WK1 WK2 WK3 WK4 WK5 WK6
TAIWAN  ASIA GLOBAL
® ® ®

WK1 WK2 WK3
TAIWAN  GLOBAL
® ®

WK1 WK2



DSM Updates




DSM Updates

» Updates 2017 (pswms.2)
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DSM Updates

» Updates 2017 vs. 2018 (oswms.2)
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DSM Updates

» Updates 2017 vs. 2018 (pswms.2)







[ — Schnelle Reaktionszeit

IKJ

Improving Security Together

~TRAFFIC LIGHT PROTOCOL -

Einladung Kommunikation
- SECURITY ADVISOR -

- WHITEPAPER -

Problemlésung
in

Sichere Umgebung
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', Synology Bounty Programm

gemeldete Reports



DSM 7

Simple, yet powerful




Syno

Willkommen zum Synology Office
Server Diisseldorf

Zentrale Flle Server der Syology GmbH Bltte me | d e d |Ch an

&
a

B Bleibe angemeldet

Anmelden

DSM 6.2 Login




Bitte melde Dich an

Willkommen beim Synology Office Server Dusseldorf

Der zentrale Fileserver der Synology GmbH

DSM 7.0 Login



Log in to DSM S5O Authentication

O Chat
“ Jenny

Hello there, welcome

OOQQ'
The best Storage space where we can sharéaifolirnemories;

Stay signed in

Forgot your password?

DSM 7.0 CHAT Login




Control Panel

Package Center

File Station

CPU =

RAM s

1016 KB/s




= [ B =

Control Panel

System Event
The package in “DS918+" is out-of-date.

Package Center
"PHP 7.0" is successfully instalied.

!
s
Package Center




Control Panel 7?7 X

set up the piskStation for syncing

Lonmection name:
Local path:
Remote pathc
Sy dliresction: Bedirectional
Enable advanced consistency check (more resources reguired)

Dara encryprion

Schedule settings




Reset Password

Set a stronger password

Admin




DS finder

» Managementto go




DS finder

» DSM Installation

Zu Beginn flir J, Value, Plus Serie bis 4 Bay




= ;
il = 10:08 AM % 1003, . wil = 10:08 AM 3 1007 =

G User Management —+ S IP blocking

ADMINSTRATOR
Auto block D

admin IP address with too much failed login attempts will be

blocked.
Login attempts
frodosu

Within (minutes)

Block for

DS finder

Block/Allow list

tempuser Create and manage an allow list

add IP address that you
trust, or a block list to prevent certain IP address from
logging in.

» Benutzerverwaltung

» Sicherheit & Updates




DS finder o -

» QR Code Login

Scan QR code to log in DSM

Point the camera at the QR code in
Webportal.synology.com.



-------->

Migration

“1:1 Festplatten tauschen”



Migration
Assistent

Migration Assistent

» System & Daten Migration



Migration Assistent

» Schritt fur Schritt Anleitung

Migration Wizard

Welcome to migration wizard

Before you start, system migration tool requires several system configurations to ensure migrate

successfully.

Source Target

DSM 5.2 up

X Synology account
X License

Source X Certificate Target

...é

Make sure DSM version on source server must
greater than DSM 5.2. and this server is

recommended connecting to the internet.

Migration tool is not able to migrate Synology
account, license and certificate. Please set

them up manually after migration.

Beta version only supports on specific Synology NAS model. Supporting list

Start migration




Migration Assistent

» Server Clone

» Custom Migration

Migration Wizard

Select migration method

Server clone i

Volume Clone

Custom migration i

Selektive Sicherung

Back Next




Volume

Volume

Migration Assistent

» Server Clone

“1:1 Volume Clone auf gleiche Modell Architektur”

Ziel



Volume

Volume

Migration Assistent

» Server Clone

“Ideal um Systeme 1:1 zu migrieren”

Ziel



Migration Assistent

» Custom Migration

“Flexible und Dateisytem unabhdngig auf neues System migrieren.” Quelle

Synology’



v" System Konfiguration
v' Pakete
v' Daten

Migration Assistent

» Custom Migration

“Ideal um Systeme von ext4 auf btrfs zu migrieren”

Synology’



Migration Assistent

» Status Informationen

. System Migration Tool

Overview

®

Log

Migrating
Migration type:

Elapsed time

Estimated remaining time:

System

Package
e install

Custom migration mode
Shours 35minutes
3 hours

Pause

Cancel

Synology



psm [

Enterprise ready




Active Directory




Active Directory

» Migration von AD zu Synology

“Einfacher Wechsel zu Synology Active Directory”



Aktive AD (1)

Active Directory

Aktive AD (2)

Balance & Failover

» Dual Controller

» Loadbalance & Failover

“Performance und Verflugbarkeit durch zwei Controller”




Active Directory

» Read only Domain Controller

“Ideal fur mehrere Standorte”

Aktive AD (1)

> Sync Database

Read only

r=--
|
|




Central Management




Central Management




Create - Edit View Rules Apply now Refresh
E Owerview
Hierarchy Description Admin Users
~ Management 4 gAll Servers All Servers
4 g SZ_office
E Server W=
[ifi] Kurochan1
@ nNotifications H'sz_sackup
4 g China_Sub
E Log [fii] virtualkure
Central Management Berst s .
N
G Update Henable_rTp

E Group & Policy

~ Storage

» Aktuelle User Interface

|H Shared Folder

-
89
oo Volume




B ows ?2 — A X

B servers Servers ” DSM Uploades A
B Groups
8700 Servers

T Policies Up-to-date
B Tasks Avallability e All servers are up-to-date

on 8700
= Logs Processing o

Abonormal 1}

CLIENT MANAGEMEMN

& DSM updates

Central Management ... oo
B storage @ Health O

Services Status Servers Status Servers
Crashed 63 Crashed 7
» Neue User Interface
>90% 133 Deactivated 0
Packages s
Pa:k.a_.;! Mame Runrll".g, Abnormal S:clp:_)e-d Mot '\uup.:-r'.ed
@ Survelllance Station 156 L] 3 o
Q) Hyper Backup 5566 678 0 0
B Cloud Station 3344 0 B o0

‘Alle Infos in einer Ubersicht”




Central Management

» Gruppen Management

CMS

B overview Create Edit
Server groups
B servers
All servers
B Policies Taipei
SAC
E fasks China
= Logs Metwork Division
CLIENT MAMNAGEMENT /\
~a

= DSM updates

&8 Packages

B storage

B Services

Delete

Description
SD

MND

View

System Division

Name

2 s
vk
2 uux
X Kerker

2 oiivia

Managed servers

573

350

170

888

BEE

Type =
Group
Group
Group
User

User

Administrat
MIS (Group)
3 groups, &
Kerker (Use
Kerker (Use

MK (Group)

Itern per page 10

N



CMS

B overview Add Edit Delete View
E Servers
E Policy Enavie FTP

Groups

B Tasks

Central Management | =

CLIENT MANAGEMENT ~

Policy_Install_Surveillance

o o

Policay_Disable_QuickConnect

Q1

Policay_Disable_QuickConnect
o7 DSM updates

> Sepa rate Pollcy ElnSte| | u ngen " Description Enable rules of password strength
mm Packages Target TaipeiOffice
@ Storage

Y Services




cMs

B overview

E servers

Groups

L Policies

Central Management

7
L=
+*0
am

» Aufgaben & Linux Skripte o

Logs

D5M updates

Packages

Storage

Services

“Synology und benutzerdefinierte Skripte zentral verteilen”

I «

Script management

HyperBackupinstall
Targets:

Description:

Status:

Created time:

350 servers

Done at 2018/5/9 20:06 view details

2018/6/20

W dEld

Itern per page

Synology

100



ADMIN
g Vollzugriff

Admin Delegation

USER o
Definierter Dateizugriff




ADMIN
g Vollzugriff

Admin Delegation

DELEGATED ADMIN

» Selektive Admin Rechte vergeben

USER o
Definierter Dateizugriff




ADMIN

¢
s

Admin Delegation

DELEGATED ADMIN

» Keine Admin Einstellungen andern

» Keine eigene Privilegien andern




Admin Delegation

DELEGATED ADMIN

» Kein Zugriff auf Home Ordner
» Privilegien zuweisen

» Logdaten aller Anderungen




osm [

Simple, yet powerful




“Fehlerhafte HDDs werden erst bemerkt,

wenn der Status bereits sehr kritisch ist”



Disk Failure Prediction

“Wissen, wann eine HDD einen

kritischen Zustand erreicht”




Machine Learning

Prediction

,\/_ Model

unc —~

Disk Failure Prediction

“Wissen, wann eine HDD einen

kritischen Zustand erreicht”




» Anonyme Informationen

Disk Failure Prediction . _
o




Disk Failure Prediction

» Vorhersage Ergebins

Prediction Result
100

80
60
40

20

7/1 7/11 7/21 7/31




Health Info — Disk 1

B overview Overview S.M.ART. Test SMART. Info History

@ volume Damage Indicator Records

[|I| Storage Pool Time Range: 1 Month

Disk Damage Score
& HoD / sbp 0

Date: 2018/08/04

. . ] ] Hot spare e /\/
Disk Failure Prediction e

21 23 25 27 29 3 Aug 04 06 08

. MNote: This graphic is predicted the possibility of future hard drive damage. The score above the threshold
> VO rh e rsa ge I I I l D S M means as the abnormality is extremely likely to occur in your disk. i

Health Diagnosis Results

Key S.M.A.R.T. Info History




SRSSS
SERses
. . L @ O
Disk Failure Prediction 28 =
Ssssl
» Trefferquote 90%
SSESRS
' 36 HDDs im System
“9von 10 Vorhersagen treffen zu” ! ! l! 2

10 HDDs als “Critical” markiert

. 9 “Critical” HDDs fallen aus



SER2R

Disk Failure Prediction L 4 »
SE8 RN

Nicht erkannte HDDs = Kein Problem ? ,! ,! 2 | ;!

2EERER
S.M.A.R.T. GJ

IRO\IWOLF




“Nur mit klaren Informationen und

Instruktionen kann man schnell agieren”



Detaillierte Informationen

“Wissen, was zu tun ist wenn Festplatten ausfallen”



Detaillierte Informationen

» Aktuelle Benachrichtigung

= Unklare Information

MG" P |US £ - sales training Mail ~ Contacts & ¢

BTN - 0o n s e -

Mailbox
Priority Mailbox (29)
Inbox (6190)

[10.12.7.31] Storage pool 1 on NAS has entered degraded mode

v Aug 03{N

Starred Dear user,

Draft (72)

Sent

apam (48) Storage pool 1 on NAS has entered degraded mode (total
Trash number of hard disks: 4; number of active hard disks: 3).
Archiv

« Please identify the cause of degradation

App R

= and take corrective action
From JCC (169) '
inquiry

Jerome (24)

Meed to Reply

PKG Release

PM (26455)
SPS_PM (3)

Support Ticket (10351)

- L)
Reply Reply all

Toolkit Release

EftER




Detaillierte Informationen

» DSMT7 Benachrichtigung

= Klare Informationen

Mqilplus O - salss training Mail  Contacts @

BETTEE - cov o= e -

Mailbox [10.12.7.31] Storage pool 1 on NAS has entered degraded mode
Priority Mailbox (29)

| Aug 03 (11

Inbox (6190)

starred Dear user,

Draft (72)

2:::“(45) Storage pool 1 on NAS has entered degraded mode (total number of hard
Trash disks: 4; number of active hard disks: 3).

Archived

Jrd-party (€

ol P case replace disk 3 and go to storage

g 11 o nager -> storage pool > Action > Repair.

Jerome (24

Need o Re

PKG Release
PM (26455)
SPS_PM(3)

- (Y
Reply Reply all F

Support Ticket (10351)

Toolkit Release



I:é Storage Manager 7 — B3

Storage Pool Data Scrubbing Configurations
@ Overview
Create Remove Action -
S5 \olume
bl |I|-| Storage Pool 1 - Degraded 2.72TB/ 2.72 TB
/N EEME 1, SHR B ==
[ storage pool RAID Type Synology Hybrid RAID (SHR) (With data
u u u / The space is dearaded A\ ¢ L
Detaillierte Informationen S aa Menoseaean e
the failing hard disks es for repa
EJ Hot spare -
(The disk size is equal or bigger than "231 GB
SSD Cache e . S e -
E Please refer to the status field in Disk Info below
» Details im Storage Pool e vote
g Status to find out the failing hard disks.
Capacity £z D
Used 272 TB
Available 0 Bytes
The number of disks to be repaired 1
Disk Info
demi Disk 1 931.51 GB HDD Norma Norma
g=1 c4 on ) o Lorma
20




Defekte HDD identifizieren

» Einfache HDD Ubersicht

m demi3615 - Synology Di= X

& C | @ Notsecure | 10.12.7.107:5000

w E

i:é Storage Manager

E Overview

HDD/SSD Logs Test Scheduler General

Health Info Benchmark Action -
g Disk 1 - norma
WDC WDS000AMKX-22 1
8 Deactivate

g Disk 2 - norma
WDC WD5000AAKX-221CAT, 465.5 GB HDD
[ Hpp/ssp ]
g Disk 3 - norma

Seagate ST500DM002-1BD142 , 455.8 GB HDD
E3 Hot spare

g Disk 4 - Initialized

Seagate STS00DMO0Z-1BD142 , 465.8 GB HDD
g Disk 5 - Critical

f\ Hitachi HDS721050DLES30 , 465.8 GB HDD

o Disk 6 - waming

A TOSHIBA DTO1ACAL100 , 931.5 GB HDD

Disk 7 - norma
TOSHIBA DTO1ACA100 , 531.5 GB HDD

|:|I| Storage Pool

E ssp cache




m demi3615 - Synology Di= X

& C | @ Not secure | 10.12.7.107:500

z

i:é Storage Manager

E Overview

[I] storage Poo

HDD/SSD Logs Test Scheduler General

Health Info Benchmark Action =

Disk 1 - norma

WDC WD5000AAKX-221CA1 , 465.8 GB HDD
-

Ne

Disk 2 - norma

L} L L ] g WDC WD5000AAKK-221CA1 , 4565.8 GB HDD
Defekt T
ereKile laentrizieren @ e
Seagate ST500DM002-1BD142 , 455.8 GB HDD
E3 Hot spare g
0 ]

E ssp cache

Disk 4 - Initialized
Seagate STS00DMO0Z-1BD142 , 465.8 GB HDD

Disk 5 - Critical

Disk 6 - Deactivated
TOSHIBA DTO1ACAL100 , 931.5 GB HDD

» HDD entfernen

- TSRy
H TOSHIBA DTO1ACA100 , 931.5 GB HDD




“Wenn der Storage Pool degradiert ist, steigt

das Risiko auf Datenverlust”



3x5TBHDD /RAID 5 / 40% Kapazitatsnutzung

imi RAID R t
Optlmlerte S 1OStunden- 4Stunden

» Fast Rebuild

Ungenutzte Blocke
werden nicht kopiert



Optimierte RAID Reparatur

» Auto Repair



Optimierte RAID Reparatur

» Auto Repair

“Wenn HDD im gleichen Slot getauscht wird”



Optimierte RAID Reparatur

» Auto Repair

“Wenn HDD im gleichen Slot getauscht wird”



RAID 5

Festplatten Replikation - - -




RAID 5

Kritische HDD
' ' (Prediction)

Festplatten Replikation s i




RAID 5 Ersatz HDD

Festplatten Replikation s i

» Ersatz HDD einbauen
oder

» Hot Spare HDD




RAID 5 /A2
1R
Festplatten Replikation - -

» Auto Replikation

»Inhalt wird auf neue Festplatte repliziert*




RAID 5

Festplatten Replikation - -

» Auto Replikation

»RAID ohne Degradierung repariert*




RAID Reparatur Optimierungen RECAP

Egradierung verringern Egradierung vorbeugen
Fast

Rebuild

HDD

Replikation




Performance Optimierungen




bis zu 15%
RAID Performance

» Single RAID Optimierung



15 % - 30%
RAID Performance

» BTRFS Small File Upload
» File Station Upload

» Upload verschlusselte Ordner



Enterprise RW Cache

RAID 10

SSD Read Write Cache

» RAID1/5/6/10

“Flexible Cache RAIDs”



Geschutzter RO Cache

RAID 1

SSD Read Only Cache

» Read Only cache
» RAIDO/1

“Flexible Cache RAIDs”



SSD Cache Ratgeber

» Bessere Erkennung von Hot Data

SSD Cache Advisor

55D Cache Advisor

Below are the calculation results of Volume 1.

Il Hot 7 GB

Warm 148 MB
B cold 371 MB
B Archived 160 GB

Recommendations

Mo S50 caches created on Volume 1. It is recommended to create an 550 cache larger than 7.1

Total Size of Recently Accessed Files

Date -

2018-08-13

2018-08-12

2018-08-11

2018-08-10

2018-08-09

2018-08-08

GB to accelerate response speed of data access.

Mote: Cloned LUNs from non-legacy Advanced iSCSI LUNs are not calculated in "Total Size of

Recently Accessed Files".

Back

File Count
1056

g

1

131

19

16

Total File Size
6.98 GB

2.62 MB

24 KB
144.60 MB
572 KB

396 KB

Recommended Size

/.1ce

Close




Cache Erstellung Keine Service
» Keine Service Beeintrachtigung Ausfa llzeit

wenn Cache erstellt / entfernt wird

“Erhohte Service Verfligbarkeit”



Bis zu 20%0 mehr 10PS

ISCSI| Performance

» Single LUN Write Performance



Synology High Availability
Active - Passive

SHA 2.0

DSM 6.2

» Optimierte Cluster Aufbau

» Reduzierte Downtime




Synology High Availability
Active - Passive

SHA 2.1

DSM 7.0

» Netzwerk Einstellungen modifizierbar

Hostname, Subnet, |IP Adresse,

Gateway, MTU, DNS Server



Synology High Availability
Active - Passive

SHA 2.1

DSM 7.0

» Cluster SNMP Status







Unified Controller — UC300

Carefree
powerful

Enterprise



Unified Controller — UC300

Dual Active High Availability Controller

Dedizierter ISCSI Server



Unified Controller — UC300

Dual Active Hardware

» /wei getrennte aktive Systeme

» DSM auf Sata DOM W= |

» Skalierbar




Unified Controller — UC300

Dual Active Features

» Zentrales Management

» Balance & Failover e ——

» Non Disruptive ISCSI Service




Unified Controller — UC300




